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In one of the most significant cybersecurity breaches in recent memory, a staggering 16 
billion passwords—collected by Apple and Google—have reportedly been exposed in a 
massive data leak. Yes, billion with a b. While both companies are actively investigating the 
scope and nature of the breach, the sheer scale of compromised credentials underscores 
an uncomfortable truth: even the most trusted technology giants are not impervious to 
sophisticated attacks. 

Both Apple and Google routinely harvest vast volumes of 
login credentials from browsers, apps, search engines, and 
devices—especially when users opt into “single sign-on” 
features that streamline access across websites and 
platforms. While this convenience is seductive, it 

also concentrates risk. 

Our clients remain protected.

But the broader public—including 
many of your friends, family, and 
colleagues—may now be more 
vulnerable than ever. 
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If you’re looking for steps to safeguard your digital identity or guide someone else in 

doing so, here are several we recommend without hesitation: 

1. Change Your Passwords Immediately 

Start with your most sensitive accounts—financial platforms, telecom 
providers, email inboxes, and social media. Use long, unique passwords 
(20–25 characters) that are truly random. Avoid anything that even 
resembles a pattern or reused phrase. 

2. Enable Two-Factor Authentication (2FA) 

If you haven’t already done so, activate dual authentication protocols 
for all critical accounts. This extra layer of security—whether via a mobile 
app or text message—makes unauthorized access exponentially more 
difficult. 

3. Deploy a Password Manager 

You shouldn’t be expected to memorize dozens of complex passwords. 
Use a secure, encrypted password manager to store, manage, and 
generate strong credentials.

4. Adjust Device and Browser Privacy Settings 

Your devices, browsers, and search engines are likely storing login 
credentials and tracking your behavior in the background. Disable 
these features. For context: Apple devices have around 60 security and 

privacy settings worth reviewing. Windows and Android? Closer to 120. 
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Final Thought: A Strong Offense is the Best Defense 

Cybersecurity isn’t just an IT concern—it’s a modern-day survival skill. If you’re a client of 

ours, rest assured your systems have been fortified against precisely this kind of event. 

For those outside our network, now is the time to act. 

We are monitoring developments closely and will continue to 

provide guidance as more information becomes available. 

In the meantime, strengthening your digital hygiene is not 

just smart — it’s essential. 

If you’d like help reviewing your security 

posture or implementing any of the above 

recommendations, we’re here. 
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If you’re ready to feel 

empowered, clear, and 

supported—through every 

season of life—we invite you  

to experience the Moran 

Wealth difference.

Your Vision. Our Solutions.
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Why Choose Moran Wealth Management®

At Moran Wealth Management®, we believe your financial 

plan should be as unique as your fingerprint. We begin 

every relationship with discovery—not a sales pitch—and 

build from there. Our client experience is built on purpose: 

consistent communication, proactive planning, and deeply 

personalized guidance.

Unlike many firms, we manage investments in-house, 

giving us the flexibility to customize portfolios in real time, 

aligned to your evolving goals. We also coordinate across 

disciplines—estate planning, tax strategy, charitable 

giving—so nothing gets overlooked.

But most importantly, we treat every client like family. 

That means listening before advising. Being present in life’s 

most important transitions. And showing up with clarity 

when things feel uncertain.


